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	Our Code of Conduct policy states the following:
Computers, Email, Internet and Social Media
Southlake computers, mobile devices, network access, and information systems including email and internet are provided for business purposes only. For acceptable use of technology, employees should refer to the Internet/Electronic Mail (Acceptable Use) policy as well as the policy and guidelines for Social Media – Use of which can be accessed on the Hospital intranet. Use of personal technology during working hours should be limited to emergency situations in keeping with our corporate goal of creating an environment where the best experiences happen. 
Smartphone etiquette and perceptions: 
In patient care areas, staff are to refrain from using their smartphones for personal reasons. 
Smartphones should be set to “silent”, “airplane”, or “do not disturb” modes during patient encounters. Patient permission should be obtained for professional smartphone utilization during patient care activities. Transparency is encouraged during professional smartphone use to minimize negative patient perceptions.
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www.qhc.on.ca  
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	[bookmark: _GoBack]I can’t really find a policy that seems to be geared towards clients or patients, but I’m going to ask our Chief Privacy Officer, to see if there is something that I may be missing or totally unaware of. 
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	Currently we do not have a policy – we had started to develop one using a co-design process but then Covid hit!  I will share our draft with you when the group reconvenes.
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Subject:      Mobile Devices Policy
Date Effective:  April 2015
Date Reviewed: January 2020
Date Revised: November 2019


Issued by:  
IT Director


Approved by: 
VP – Corporate Services & CFO


PURPOSE: 
A stated policy of Orillia Soldiers’ Memorial Hospital (OSMH) that all staff (hereinafter to include employees, 
volunteers, credentialed staff, and students in the employ of OSMH for any period of time or of any 
employment status) adhere to the established expectations of mobile device usage.


The goal of this policy is to:
 Provide direction regarding the appropriate use of hospital-owned and personal mobile devices.
 Respect the professionalism of OSMH staff to appropriately utilize hospital-owned mobile devices for 


work applications and appropriate personal use.
 Ensure the security of personal information (PI) and/or personal health information (PHI) and 


corporate data held or stored on mobile devices. 
 Prevent the damage and misuse of hospital-owned mobile devices.
 Ensure the safety and security of the therapeutic treatment environment. 
 Ensure patient and employee privacy and confidentiality. 
 Ensure workplace productivity. 


POLICY:
The use of cellular and radio frequency transmission (RFT) devices are permitted within OSMH, with the 
following exceptions.  Signs will be posted in areas where the use of electronic medical equipment is prevalent 
and frequently used indicating the cellular devices are not to be used within one (1) meter and RFT devices 
not be used with six (6) meters of active medical equipment.


The use of patient and visitor owned mobile devices may be restricted from use in some locations in the 
hospital where patient privacy, comfort and care may be adversely impacted.  In hospital locations where 
patient and visitor owned mobile devices may not be used signs will be posted to identify the “no use” 
restriction. 


Receive only pagers are permitted for use throughout the hospital without restrictions for all users.  The use of 
Vocera devices is addressed in the OSMH Vocera Policy.


OSMH Owned Mobile Devices:
Hospital-owned mobile devices are to be used primarily for hospital business, and in a manner consistent with 
health and safety standards and the Highway Traffic Act (i.e. use while driving).  It is recognized that staff 
may also utilize these devices for personal use and are expected to do so in an appropriate manner, as 
outlined in the definitions below.


Any hospital-related information stored on a device could be subject to the Freedom of Information and 
Protection of Privacy Act (FIPPA).  Information not related to hospital business (i.e. communication of a strictly 
personal nature) is not subject to the Act.


Only authorized users will have access to Patient Information/Patient Health Information (PI/PHI) and 
corporate data contained on hospital-owned mobile devices. 


Personally Owned Mobile Devices:
Use of personal mobile devices by staff is limited to personal time/emergencies during work hours, with few 
exceptions as outlined in the procedure below, in order to prevent these devices from distracting staff from 
work responsibilities.







Disclaimer Message: Printed copies must be validated with electronic version.
Date/Time Generated: Jul 14, 2020 17:04 Generated By:


POLICY AND 
PROCEDURE


On-Line System Category Code No 
Not applicable Page 2  


of 9   


Subject:      Mobile Devices Policy
Date Effective:  April 2015
Date Reviewed: January 2020
Date Revised: November 2019


Issued by:  
IT Director


Approved by: 
VP – Corporate Services & CFO


DEFINITIONS:


Mobile device: For the purpose of this policy includes all mobile and electronic devices, hospital-owned and 
personally owned.  This includes, but is not limited to: cell/smart phones (e.g. Blackberry, iPhone, Android, 
etc), tablets (e.g. iPad, eReaders, integrated handhelds/personal digital assistants, hand-held gaming devices, 
laptop/netbooks), iPods, etc.


Radio Frequency Transmission Devices (RFT): Two way radio (walkie talkies).


Receive only pagers: Are wireless devices which receive text messages/phone numbers but have no capability 
of sending messages for, i.e. in-house and long-range pagers.


Appropriate personal use: Within a measure of reasonableness and not in excess of existing OSMH approved 
phone, text and data plans.


Excessive personal use: Use beyond a reasonable expectation that is above the existing OSMH approved 
phone, text and data plans resulting in additional expense.  Staff are responsible for excess personal use 
charges and may be subject to disciplinary action.


Supplemental personal plan: Additional phone, text or data plan that may on occasion be added to an OSMH 
owned mobile device for personal use, with management approval.


Personal information:  Is recorded information about an individual. This may include the individual’s name, 
address, sex, age, education, medical or employment history – and any other information about the 
individual.


Personal health information: Is identifying information about an individual in oral or recorded form, if the 
information relates to the physical or mental health of the individual.


PROCEDURE:


Roles and Responsibilities
All staff are required to follow this policy. Managers/supervisors are responsible for corrective action in 
accordance with the OSMH Progressive Discipline policy for staff that do not adhere to this policy. Failure to 
adhere to policy and/or provincial legislation may result in suspension of hospital owned mobile device use 
privileges, and/or disciplinary action up to and including dismissal. 


All Mobile Devices 
All staff will: 


 Be responsible for their actions when using any mobile device. Note: Cyber bullying related to OSMH 
staff through mobile devices, even if it occurs away from the hospital, is subject to the “Workplace 
Harassment Bullying and Violence policy”.


 Refrain from taking photos, videos and/or live streaming of patients, visitors, volunteers or staff 
without their permission.  If you would like to take photos or videos of patients, visitors, or staff for 
professional use with a mobile device, written permission must be received from the individuals. See 
Appendix B. 


Personal Mobile Devices 
 The use of personal mobile devices will be allowed in work areas for hospital business only.
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 Personal calls and text messaging may only be done in non-work and non-patient care areas of the 
hospital (including break rooms, cafeteria, outside the building) to limit disruption and protect patient 
privacy and confidentiality.  Staff are asked to inform family/friends of this policy.


 Flexibility will be provided in the event of a personal emergency.
 Mobile device usage should not disrupt patients or interfere with the work of staff.
 To limit disruption to the patient care environment, and as a courtesy to other staff, mobile devices 


used by staff should be set to “quiet” or “vibrate” notification mode while in the building whenever 
possible.


 Phone calls and messages sent must respect the hospital's policy on confidentiality and all applicable 
laws.


 Will not be used to communicate patient or hospital information via text or other data format.
 Will not be used to store PI/PHI.
 Acknowledgment that OSMH will in no way be responsible for damaged, lost or stolen personal devices 


while staff are performing hospital business.  The secure storage and use of these devices is the sole 
responsibility of the owner/user.


Hospital-Owned Mobile Devices 
 Will be used by staff to conduct hospital business.
 Will be used by staff in an appropriate, responsible and ethical manner.
 Will be used in a manner so as to avoid others overhearing confidential telephone conversations.
 Will not be used to communicate sensitive information when a conventional landline phone is 


available. 
 Will not be used for the purpose of illegal transactions, harassment, or obscene behaviour.
 If lost, will be immediately reported to the IT HelpDesk by the staff member who is assigned the 


device so that any data can be cleared and also reported to their Manager.
 May be used for appropriate personal use.  Supplemental personal plans may be added. 


Corporate Mobile Devices
The following additional security measures apply to hospital-owned phones: 


 All corporate phone’s will be password protected, and that password should not be shared;
 Access to the device will be denied until a valid password is entered; 
 After five (5) unsuccessful password entry attempts, the device will lock; and, 
 Password entry will be required to access the devices after 10 minutes of inactivity. 


Damaged or Lost Devices 
If a hospital-owned mobile device is damaged, lost, or stolen as a result of the negligence of the authorized 
user that staff member will be responsible for reimbursing the hospital for all resulting repairs or replacements 
costs. 


All hospital-owned mobile devices that are damaged must be submitted through HelpDesk to be fixed.


Ending Employment or Relationship with OSMH
All hospital-issued mobile devices must be returned to the Manager on or prior to the user’s last day at OSMH. 


ASSOCIATED STANDARDS & LEGISLATION:
OSMH Code of Conduct Policy
OSMH Highway Traffic Act
OSMH Progressive Discipline Policy
OSMH Vocera Policy
OSMH Workplace Harassment Bullying and Violence policy
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APPENDIX:
Appendix A - Features and Charges Covered/Not Covered by OSMH
Appendix B: Photo Consent Form


REFERENCES:
Cambridge Memorial Hospital 
Southlake Regional Health Care Centre
Sioux Lookout MenoYa Win Health Centre
Simcoe County District School Board, Administrative Procedure A2507
Waypoint Centre for Mental Health Care
Jewish General Hospital
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Appendix A - Features and Charges Covered/Not Covered by OSMH


The standard hospital plan includes:
 Unlimited Anytime local minutes
 Unlimited Rogers to Rogers National
 Voicemail Included
 Unlimited Text Messaging in Canada
 Unlimited Picture/Video Messages (with data plan – up to 6GB of data)
 Message Centre
 Call Display w/ Name Display
 Long distance for Hospital business
 Data up to the Hospital’s monthly limit of 6 GB per device including mobile Wi-Fi hotspot data.


* Additional features and packages may be added by providing VP level approval in writing to the Helpdesk. 


The standard hospital plan does not include:
 Any international calling or texting
 Data usage and mobile Wi-Fi hotspot over 6 GB monthly 
 Personal long distance calls calling within Canada and to the USA
 GPS Applications
 Any features not listed in the standard plan added through your device without approval from a VP, as 


well as any in-app purchases that result in additional charges


*The transfer of SIM cards can only be done by the IT HelpDesk.  Do not transfer SIM cards between mobile 
devices without IT Manager approval.


Appendix B – Photo Consent Form
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Document Consultation & Approval Tracking Record
(Appendix to the Document Development and Management Policy and Procedure)


*Note Refer to the “Order Set Development and Management Policy” for Tracking Record for 
Physician Order Sets & Clinical Protocols
This record will be used to track the Consultation and Approval process for the creation or revision of 
documents at Orillia Soldiers' Memorial Hospital. This record will be attached to the document at all stages of 
consultation and approval.


 Consultation Record will be used by the document author to identify relevant stakeholders and track 
consultations. 


 Approval Record identifies appropriate approval bodies and tracks the approval process. 


 Education/Communication Plan identifies who needs to be educated and outlines the plan including 
timelines. 


 Issuing Record provides document identification and issuing data.


Document Working Title: Mobile Devices Policy


Document Status:  New  Revision of existing


Document Type:  Policy  Standard of Care  By-Law


 Procedure  Medical Directive  Clinical Practice Guideline


 Other


  This document reflects the organization’s mission, vision, values and strategic priorities.


Author(s) or Contact Person: Information Technology Services


Please consult with the Director of Performance Excellence if you are unsure who to consult with and seek 
approval from.


CONSULTATION RECORD


PLEASE CONSIDER WHETHER THIS DOCUMENT IS LOCAL (IMPACTS ONLY ONE UNIT/DEPARTMENT/PROGRAM/SERVICE) OR 
CORPORATE (IMPACTS MORE THAN ONE UNIT/DEPARTMENT/PROGRAM/SERVICE OR IS HOSPITAL-WIDE)


Deadline date for consultation process is February 2015


Stakeholder(s): Date: Key Comments from Stakeholder(s):
Working Group: Facilities, 
Information Technology Services, 
Performance Excellence, Human 
Resources, Community Relations


2013-2015 Developed draft 


Leadership Council Oct. 21, 2014
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SEIU Oct. 21, 2014 No major concerns
Information Management Steering 
Committee


Oct. 22, 2014


Medical Advisory Council Dec. 2014 The policy was presented for consultation. 
Concern was expressed with the statement 
that personal mobile devices cannot be 
used during work hours or to relay patient 
information as the physicians do this daily. 


OPSEU-P, OPSEU-C Dec. 9, 2014 No major concerns
ONA Dec. 10, 2014 No major concerns
Senior Team Dec. 11, 2014
Nursing Advisory Council March 23, 2015 Concern re usage of personal cellphones for 


business use.  Concern is not around 
funding but is more around permission for 
usage of phone.  Discussion concerning 
compliance with PHIPA.
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TITLE:   Personal Portable Electronic Devices Usage  


Manual/Policy #: Corporate H35 Division: AGH/ FVM 


Original Issue: February 2019  Issued by:  Director of Human Resources 


Previous 
Date Reviewed 


N/A Approved by:  Senior Management Team 


Last Date 
Reviewed: 


February 2019 
Cross 
References:  


Admin P10 Confidentiality,  
Admin I10 Electronic 
Communication 


 
1. POLICY STATEMENT:   
 


The Almonte General Hospital, Fairview Manor and the Lanark County Paramedic Services (the 
“Organization”) are committed to providing safe, high quality care for our patients and residents.  The 
organization is also committed to ensure standards are followed to prevent transmission of infection.  
The Code of Conduct requires employees to live by the Organization’s values which include individual 
integrity, accountability and trustworthiness.  In keeping with the commitment and the values 
employees are not permitted to use personal portable electronic communication devices, including but 
not limited to cell phones, smart phones, pagers, tablets for phone calls, texting, messages, gaming, 
or other non-work related purposes during work time.  Such devices may only be used during 
approved break times, and never in the vicinity of patient/resident care.  Employees who carry such 
devices with them must turn them off during work hours.   
  


2.  SCOPE: 
 


This policy applies to all staff of Almonte General Hospital/Fairview Manor, inclusive of full time, part 
time, temporary, casual, volunteers and contract employees.   


 
Note:  The Lanark County Paramedic Service (LCPS) staff will follow the LCPS General Operational 
Policies: Cell Phone and Wireless Use; Internet Access - Company Email System and Use of 
Cameras/Cell Phone Cameras/Photographic Devices. 


 
3.  GUIDING PRINCIPLES: 
 


During working hours, employees are expected to be fully present and engaged in the work assigned 
to them.  Exceptions or flexibility may be extended in emergency situations at the discretion of the 
employee’s manager. 


 
 
4.  DEFINITIONS: 
 


A personal portable electronic device is any portable device including but not limited to cell phones, 
smart phones, pagers, tablets which can be used for but not limited to phone calls, texting, messages, 
gaming, taking photos/videos or communication on other social media platforms. 
Devices issued by the organization for purposes of work are not included. 
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5.  PROCEDURE: 
 


1. Employees are not permitted to use personal electronic communication devices, including but not 
limited to cell phones, smart phones, pagers, tablets for phone calls, texting, messages, gaming, 
etc., during work time for non-work related purposes.  Such devices may only be used during 
approved break times, and never in the vicinity of patient/resident care.  Employees who carry 
such devices with them must turn them off during work hours.  
  


2. Employees will refrain from using PED’s for any unauthorized communication of Hospital 
confidential information, including photos/videos, or inappropriate use of information on social 
media.  Please see “Electronic Communication and Information Policy” for further information as it 
relates to photos, videos and communication of Hospital information in the social media 
environment. 
 


3. Employees who see someone using such a device should ask the user to immediately turn it off.  
If the user refuses to do so, it should be reported to management.  Employees are subject to 
counseling and/or disciplinary action, up to and including termination of employment for violation 
of this policy, 


 
6.  REFERENCES:   


N/A 
 
7.  APPENDICES:   


N/A 
 
Evaluation 
 
This policy will be reviewed every two (2) years. 
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Bring Your Own Device (BYOD)  
 


Signing Authority: Chief Executive Officer 


Approval Date: 11-01-2019 Effective Date:   11-01-2019 


 


 


This is a controlled document prepared solely for use by the Royal Victoria Regional Health Centre (RVH).  Printed 
copies may not reflect the current electronic document and shall be checked by RVH users in the Policies and 
Documents intranet page prior to use. Printed:  15/07/2020 


SCOPE 


All employees of the Royal Victoria Regional Health Centre (RVH) as well as professional staff 
with RVH privileges (i.e., medical, dental, midwifery, and extended class nurses), volunteers, 
students, referred to collectively as “users” herein) are eligible for Bring Your Own Device 
(BYOD) enrollment.  Eligibility does not guarantee approval, and support may be revoked at 
any time at the request of the device owners’ supervisor/manager or at the discretion of 
Informatics and Technology Services (ITS) Leadership.   


 
POLICY STATEMENT:  
 
RVH recognizes that mobile devices can be a valuable tool in conducting business, so it is the 
policy of the Health Centre to provide access in a manner that protects and maintains security 
and privacy, while simultaneously protecting enterprise information assets. 
 
BYOD allows designated users the convenience of accessing hospital applications using their 
personal mobile devices. This policy defines how a device owner, through an opt-in decision, 
may trade some control of his/her personal device in exchange for access to RVH corporate 
resources (such as the network and email). It is important that the consequences and 
obligations of this arrangement are well understood.  Therefore, BYOD end-users are required 
to read, sign and abide by the Bring your Own Device (BYOD) Mobile End-User Declaration to 
confirm that they agree to the guidelines before access to RVH corporate information is 
provided on their personal devices.  
 
DEFINITIONS  
 
BYOD: “Bring Your Own Device” is a term that describes a personally owned device used for 
work purposes.  


Mobile Device: In this policy it refers only to the following devices and operating systems:  


 Apple iOS*   


 Android operating systems* 


* Please note that device support is best effort only. If a device is not using a current 
operating system version, or if it has been customized and normal configuration attempts 
are unsuccessful the device will not be configured. If the mobile device end-user chooses 
to reset the device to factory defaults and / or upgrade to latest operating system, a 
subsequent attempt will be made to configure the device. 
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This is a controlled document prepared solely for use by the Royal Victoria Regional Health Centre (RVH).  Printed 
copies may not reflect the current electronic document and shall be checked by RVH users in the Policies and 
Documents intranet page prior to use. Printed:  15/07/2020 


Mobile Device Management (MDM): The mechanism and management system used for the 
delivery of hospital applications to mobile devices.  


BYOD End-User: A person that has agreed to the Royal Victoria Regional Health Centre 
terms and conditions of the agreement for the delivery of applications to their personally owned 
mobile device.  


Device Owner: A person who is in legal possession of a personal device and has control over 
its use.  


Sign/Signed:  A handwritten signature or electronic acceptance (by way of username and 
password verification) which indicates agreement to the terms of a policy. 


PROCEDURE 
 
Mobile end users shall:  


 Ensure remote access approval has been received from manager, and signed Remote 
Access Request form is submitted to ITS prior to requesting BYOD; 


 Read and sign the Bring your Own Device (BYOD) Mobile End-User Declaration and have 
it signed by his/her supervisor or manager; 


 Bring the signed Bring your Own Device (BYOD) Mobile End-User Declaration and his/her 
mobile device to the Informatics and Technology Services Service Desk in person during 
regular business hours. 
 


IT Service staff shall: 


 Ensure that approval from the Privacy Officer has been received for the requestor prior to 
fulfilling the BYOD request; 


 Validate the device to confirm that it is a supported device, and that it does not pose any 
inherent security risks due to practices such as hacking /rooting /jailbreaking;  


 Configure and install software required to allow remote management; 


 Not provide support for personal applications, data, device education, manufacturer, or 
operating system issues. Support is limited to:  


o Ensuring the delivery of health centre applications on approved devices using MDM;  


o Configuration of applications only on supported devices; 


o Testing and adding new applications and functionality to be delivered using the 
MDM platform. 
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This is a controlled document prepared solely for use by the Royal Victoria Regional Health Centre (RVH).  Printed 
copies may not reflect the current electronic document and shall be checked by RVH users in the Policies and 
Documents intranet page prior to use. Printed:  15/07/2020 


CROSS REFERENCES  


 RVH, Bring your Own Device (BYOD) Mobile End-User Declaration (form) (2018) 


 RVH, Enhanced Passwords (2018) 


 RVH, Privacy, Confidentiality Policy and Pledge (2018) 


 RVH, System Access and Acceptable Use (2018) 


 RVH, System Set Up (2018) 


 


REFERENCES 


Gartner - Mobile Device Policy and Procedures for Personally Owned Devices: BYOD 
Program (June 2012) Info-Tech Research Group - Mobile Device Acceptable Use policy 
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Purpose


Bluewater Health has adopted this policy to govern the use of personal cellular phones in the 
workplace.  This policy is intended to cover cellular telephones, PDAs, Blackberries, and all 
other forms of portable communication devices.  For the purposes of this policy, all 
communication devices shall be referred to as “cell phones”.  This policy applies to employees, 
volunteers and students within Bluewater Health and for the purposes of this policy all are 
referred to as “employees”. 


Policy


1. Employees are expected to exercise the same discretion in using personal cell phones as 
they use with hospital phones.  Excessive personal calls during the workday, regardless 
of the phone used, can interfere with employee productivity and be distracting to others.


2. Employees are directed to not make or receive personal calls during work time, and use 
personal cell phones only during scheduled breaks or lunch periods in non-working areas.  
Picture taking must comply with the Wireless Communication Devices Policy (COR-IM-
A-7.170).


3. Bluewater Health employees are prohibited from using any cell phones for any other 
available purpose, i.e. internet access, texting, music, during business hours.  These 
functions may be used during scheduled breaks or lunch periods in non-working areas.


4. Bluewater Health is not liable for the loss of personal cellular phones brought into the 
workplace.


5. Bluewater Health strictly prohibits the use of cellular phones and PDAs while operating 
hospital owned and operated vehicles, or while operating a vehicle while on hospital 
business.  The use of hands-free mobile phones should be kept to a minimum when 
driving.  


Violation of this policy could lead to disciplinary measures, up to and including termination.


Approved
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POLICY Manual: Administrative Section: Admin Code No.: A
S001 Old Code No.: 


Title: Social Media - Use of Original Effective Date: Aug 22, 
2013


Review/Revised
Effective Date: Nov 13, 2019


Next Review Date: Nov 01, 
2022


Cross Index: Authoring Committee/Program/Dept:
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This policy will be adjusted accordingly as the use of social media is considered throughout the
organization. As such, Southlake reserves the right to make changes to this policy without prior 
notice. 


The following sets out the policies for the use of Social Media by Southlake Regional Health 
Centre on social media sites. This policy recognizes that social media can be used for a number 
of purposes including, but not limited to: 


Collaboration 
Encouraging public engagement and comment 
Increasing access to information for specific audience segments 
Promoting hospital events, programs, and services 
Raising awareness
Sharing information and public notification during emergencies 
Recruiting employees and volunteers 
Stimulating discussion


In order to protect the reputation of Southlake, staff, patients and partners, our staff* must 
abide by the following rules when using or creating social media: 


1. Social media activities, content and publications must comply with all of Southlake's 
policies including, but not limited to: Code of Conduct, Media Relations, Photographic, 
Digital and Video Images, Confidentiality, Privacy and Harassment. Do not involve, either 
directly or through links to other sites or web domains, the unauthorized use of
Southlake's intellectual property.


2. Social media names, handles, email addresses or URL shall not include the Southlake 
name or logo, without written consent from the hospital's Corporate Communication's 
department, as outlined in the Logo – Use of Corporate Southlake Regional Health Centre 
Image/Brand policy.


3. Staff who are acting as private individuals providing expert opinions on social media must 
not mention Southlake or their affiliation with Southlake unless they have obtained prior 
approval to do so from Corporate Communications. 


4. Accessing social media facilities or networking groups on or through Southlake resources 
during working hours is permitted but must be approved by the individual's 


Page 1 of 3Southlake Regional Health Centre - Social Media - Use of


7/22/2020http://southlake/print.aspx







Manager/Supervisor. 
5. Individuals should contact their Manager/Supervisor or Corporate Communications before 


proceeding if unsure about whether publishing a specific type of content would be in 
violation of this policy.


Definitions: 


For the purposes of this policy: “social media” means any facility for online publication 
and commentary, including but not limited to, blogs, micro-blogs, wikis, podcasts, photo 
sharing sites, Twitter, Facebook, YouTube, Foursquare, Google+, LinkedIn, Flickr,
Instagram, Pinterest, MySpace, Hi5, StumbleUpon, Classmates, Orkut, Reddit, and other 
similar sites. 
*For the purposes of this policy: “staff” refers to Southlake staff, medical staff, students 
and volunteers, in part-time, full-time, casual, locum or placement capacities, including 
but not limited to, Southlake Foundation staff members and the Southlake Board of 
Directors. 
For the purposes of this policy: “Stakeholders” refers to patients, family members, 
healthcare partners, donors, etc.
“Corporate Communications” refers employees of the hospital, within the Corporate 
Communications department, tasked with providing resources, support and guidance to 
our people, as well as general oversight and governance of social media accounts. 


Monitoring and Reporting:


1. Southlake will regularly monitor and review social media sites and content that mentions 
Southlake, in order to mitigate potential risk and to ensure compliance with this policy. 


2. Staff who read or become aware of social media content that references Southlake in a 
negative/inappropriate tone or in which the content is not true, are requested to contact 
the Corporate Communications department immediately. 


3. Southlake will investigate all breaches to this policy. Failure to comply with this policy can 
lead to discipline under Southlake's formal disciplinary process, up to and including 
dismissal.


References: 


York Region – Use of Social Media Policy 
Brockville Social Media Policy
Mayo Clinic Sharing Mayo Clinic “For Mayo Clinic Employees” and “Participation
Mackenzie Health Social Media Staff Guidelines 
Sunnybrook Social Media Commenting Policy 
Southlake Regional Health Centre Privacy policy


GUIDELINES FOR USE OF SOCIAL MEDIA


The following are recommended guidelines to protect our people’s individual privacy and ensure 
they do not engage in activities online that are in violation to this policy and that could
potentially jeopardize the reputation of Southlake and its stakeholders. 


1. Our staff are encouraged to engage with the Southlake’s social media accounts and tag 
Southlake in appropriate photos of staff social events and activities. 


2. Avoid posting personal information or details about yourself, such as telephone number, 
address, social insurance or banking information, and birth date on any social media sites. 
Sharing this information makes it easily accessible to anyone, making you an easy target 
for identity theft. 


3. Online activities are never truly private, despite many privacy settings or features that 
may exist. Before posting something online, ask yourself “Would I want the President & 
CEO of my workplace to see this?” If it's not something you'd share with your employer, 
perhaps you do not want to post it online. 


4. Be polite, courteous and respectful of other individuals and their online activities. Do not 
post comments that are threatening, obscene, profane and that contain hate speech, 
degrade others or are abusive and could be regarded as undermining an individual's
reputation or putting their safety and well-being at risk. This type of behavior is not
consistent with the Southlake culture and does not reflect positively on our brand or our
people. 
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5. Consider who you “friend/follow” on social media sites. Generally, do not initiate or accept 
“friend/follow” requests from a patient unless a relationship with the patient pre-dates 
their time/treatment at Southlake. Individuals in leadership positions are discouraged 
from initiating or accepting requests from individuals they manage/supervise, unless the 
individual in the leadership position believes the relationship will not negatively impact 
their relationship at work.


6. Exercise caution when asked by a patient or family member to pose in a photograph, 
understanding that consenting to pose in a photograph relinquishes your rights to the 
dissemination and use of the photograph on social media. 


7. Avoid posting graphic, offensive or sexually explicit images of yourself online that could be 
perceived as negative or damaging to your credibility.


8. Avoid providing medical advice via social media. Individuals contacted via social media
sites regarding medical advice are encouraged to advise those parties to consult the 
hospital's website, their healthcare provider or call 911. 


Copyright ©1997 - 2020 Southlake Regional Health Centre
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This policy will be adjusted accordingly as the use of social media is considered throughout the
organization. As such, Southlake reserves the right to make changes to this policy without prior 
notice. 


The following sets out the policies for the use of Social Media by Southlake Regional Health 
Centre on social media sites. This policy recognizes that social media can be used for a number 
of purposes including, but not limited to: 


Collaboration 
Encouraging public engagement and comment 
Increasing access to information for specific audience segments 
Promoting hospital events, programs, and services 
Raising awareness
Sharing information and public notification during emergencies 
Recruiting employees and volunteers 
Stimulating discussion


In order to protect the reputation of Southlake, staff, patients and partners, our staff* must 
abide by the following rules when using or creating social media: 


1. Social media activities, content and publications must comply with all of Southlake's 
policies including, but not limited to: Code of Conduct, Media Relations, Photographic, 
Digital and Video Images, Confidentiality, Privacy and Harassment. Do not involve, either 
directly or through links to other sites or web domains, the unauthorized use of
Southlake's intellectual property.


2. Social media names, handles, email addresses or URL shall not include the Southlake 
name or logo, without written consent from the hospital's Corporate Communication's 
department, as outlined in the Logo – Use of Corporate Southlake Regional Health Centre 
Image/Brand policy.


3. Staff who are acting as private individuals providing expert opinions on social media must 
not mention Southlake or their affiliation with Southlake unless they have obtained prior 
approval to do so from Corporate Communications. 


4. Accessing social media facilities or networking groups on or through Southlake resources 
during working hours is permitted but must be approved by the individual's 
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Manager/Supervisor. 
5. Individuals should contact their Manager/Supervisor or Corporate Communications before 


proceeding if unsure about whether publishing a specific type of content would be in 
violation of this policy.


Definitions: 


For the purposes of this policy: “social media” means any facility for online publication 
and commentary, including but not limited to, blogs, micro-blogs, wikis, podcasts, photo 
sharing sites, Twitter, Facebook, YouTube, Foursquare, Google+, LinkedIn, Flickr,
Instagram, Pinterest, MySpace, Hi5, StumbleUpon, Classmates, Orkut, Reddit, and other 
similar sites. 
*For the purposes of this policy: “staff” refers to Southlake staff, medical staff, students 
and volunteers, in part-time, full-time, casual, locum or placement capacities, including 
but not limited to, Southlake Foundation staff members and the Southlake Board of 
Directors. 
For the purposes of this policy: “Stakeholders” refers to patients, family members, 
healthcare partners, donors, etc.
“Corporate Communications” refers employees of the hospital, within the Corporate 
Communications department, tasked with providing resources, support and guidance to 
our people, as well as general oversight and governance of social media accounts. 


Monitoring and Reporting:


1. Southlake will regularly monitor and review social media sites and content that mentions 
Southlake, in order to mitigate potential risk and to ensure compliance with this policy. 


2. Staff who read or become aware of social media content that references Southlake in a 
negative/inappropriate tone or in which the content is not true, are requested to contact 
the Corporate Communications department immediately. 


3. Southlake will investigate all breaches to this policy. Failure to comply with this policy can 
lead to discipline under Southlake's formal disciplinary process, up to and including 
dismissal.


References: 


York Region – Use of Social Media Policy 
Brockville Social Media Policy
Mayo Clinic Sharing Mayo Clinic “For Mayo Clinic Employees” and “Participation
Mackenzie Health Social Media Staff Guidelines 
Sunnybrook Social Media Commenting Policy 
Southlake Regional Health Centre Privacy policy


GUIDELINES FOR USE OF SOCIAL MEDIA


The following are recommended guidelines to protect our people’s individual privacy and ensure 
they do not engage in activities online that are in violation to this policy and that could
potentially jeopardize the reputation of Southlake and its stakeholders. 


1. Our staff are encouraged to engage with the Southlake’s social media accounts and tag 
Southlake in appropriate photos of staff social events and activities. 


2. Avoid posting personal information or details about yourself, such as telephone number, 
address, social insurance or banking information, and birth date on any social media sites. 
Sharing this information makes it easily accessible to anyone, making you an easy target 
for identity theft. 


3. Online activities are never truly private, despite many privacy settings or features that 
may exist. Before posting something online, ask yourself “Would I want the President & 
CEO of my workplace to see this?” If it's not something you'd share with your employer, 
perhaps you do not want to post it online. 


4. Be polite, courteous and respectful of other individuals and their online activities. Do not 
post comments that are threatening, obscene, profane and that contain hate speech, 
degrade others or are abusive and could be regarded as undermining an individual's
reputation or putting their safety and well-being at risk. This type of behavior is not
consistent with the Southlake culture and does not reflect positively on our brand or our
people. 
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5. Consider who you “friend/follow” on social media sites. Generally, do not initiate or accept 
“friend/follow” requests from a patient unless a relationship with the patient pre-dates 
their time/treatment at Southlake. Individuals in leadership positions are discouraged 
from initiating or accepting requests from individuals they manage/supervise, unless the 
individual in the leadership position believes the relationship will not negatively impact 
their relationship at work.


6. Exercise caution when asked by a patient or family member to pose in a photograph, 
understanding that consenting to pose in a photograph relinquishes your rights to the 
dissemination and use of the photograph on social media. 


7. Avoid posting graphic, offensive or sexually explicit images of yourself online that could be 
perceived as negative or damaging to your credibility.


8. Avoid providing medical advice via social media. Individuals contacted via social media
sites regarding medical advice are encouraged to advise those parties to consult the 
hospital's website, their healthcare provider or call 911. 


Copyright ©1997 - 2020 Southlake Regional Health Centre
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This policy will be adjusted accordingly as the use of social media is considered throughout the
organization. As such, Southlake reserves the right to make changes to this policy without prior 
notice. 


The following sets out the policies for the use of Social Media by Southlake Regional Health 
Centre on social media sites. This policy recognizes that social media can be used for a number 
of purposes including, but not limited to: 


Collaboration 
Encouraging public engagement and comment 
Increasing access to information for specific audience segments 
Promoting hospital events, programs, and services 
Raising awareness
Sharing information and public notification during emergencies 
Recruiting employees and volunteers 
Stimulating discussion


In order to protect the reputation of Southlake, staff, patients and partners, our staff* must 
abide by the following rules when using or creating social media: 


1. Social media activities, content and publications must comply with all of Southlake's 
policies including, but not limited to: Code of Conduct, Media Relations, Photographic, 
Digital and Video Images, Confidentiality, Privacy and Harassment. Do not involve, either 
directly or through links to other sites or web domains, the unauthorized use of
Southlake's intellectual property.


2. Social media names, handles, email addresses or URL shall not include the Southlake 
name or logo, without written consent from the hospital's Corporate Communication's 
department, as outlined in the Logo – Use of Corporate Southlake Regional Health Centre 
Image/Brand policy.


3. Staff who are acting as private individuals providing expert opinions on social media must 
not mention Southlake or their affiliation with Southlake unless they have obtained prior 
approval to do so from Corporate Communications. 


4. Accessing social media facilities or networking groups on or through Southlake resources 
during working hours is permitted but must be approved by the individual's 
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Manager/Supervisor. 
5. Individuals should contact their Manager/Supervisor or Corporate Communications before 


proceeding if unsure about whether publishing a specific type of content would be in 
violation of this policy.


Definitions: 


For the purposes of this policy: “social media” means any facility for online publication 
and commentary, including but not limited to, blogs, micro-blogs, wikis, podcasts, photo 
sharing sites, Twitter, Facebook, YouTube, Foursquare, Google+, LinkedIn, Flickr,
Instagram, Pinterest, MySpace, Hi5, StumbleUpon, Classmates, Orkut, Reddit, and other 
similar sites. 
*For the purposes of this policy: “staff” refers to Southlake staff, medical staff, students 
and volunteers, in part-time, full-time, casual, locum or placement capacities, including 
but not limited to, Southlake Foundation staff members and the Southlake Board of 
Directors. 
For the purposes of this policy: “Stakeholders” refers to patients, family members, 
healthcare partners, donors, etc.
“Corporate Communications” refers employees of the hospital, within the Corporate 
Communications department, tasked with providing resources, support and guidance to 
our people, as well as general oversight and governance of social media accounts. 


Monitoring and Reporting:


1. Southlake will regularly monitor and review social media sites and content that mentions 
Southlake, in order to mitigate potential risk and to ensure compliance with this policy. 


2. Staff who read or become aware of social media content that references Southlake in a 
negative/inappropriate tone or in which the content is not true, are requested to contact 
the Corporate Communications department immediately. 


3. Southlake will investigate all breaches to this policy. Failure to comply with this policy can 
lead to discipline under Southlake's formal disciplinary process, up to and including 
dismissal.


References: 


York Region – Use of Social Media Policy 
Brockville Social Media Policy
Mayo Clinic Sharing Mayo Clinic “For Mayo Clinic Employees” and “Participation
Mackenzie Health Social Media Staff Guidelines 
Sunnybrook Social Media Commenting Policy 
Southlake Regional Health Centre Privacy policy


GUIDELINES FOR USE OF SOCIAL MEDIA


The following are recommended guidelines to protect our people’s individual privacy and ensure 
they do not engage in activities online that are in violation to this policy and that could
potentially jeopardize the reputation of Southlake and its stakeholders. 


1. Our staff are encouraged to engage with the Southlake’s social media accounts and tag 
Southlake in appropriate photos of staff social events and activities. 


2. Avoid posting personal information or details about yourself, such as telephone number, 
address, social insurance or banking information, and birth date on any social media sites. 
Sharing this information makes it easily accessible to anyone, making you an easy target 
for identity theft. 


3. Online activities are never truly private, despite many privacy settings or features that 
may exist. Before posting something online, ask yourself “Would I want the President & 
CEO of my workplace to see this?” If it's not something you'd share with your employer, 
perhaps you do not want to post it online. 


4. Be polite, courteous and respectful of other individuals and their online activities. Do not 
post comments that are threatening, obscene, profane and that contain hate speech, 
degrade others or are abusive and could be regarded as undermining an individual's
reputation or putting their safety and well-being at risk. This type of behavior is not
consistent with the Southlake culture and does not reflect positively on our brand or our
people. 
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5. Consider who you “friend/follow” on social media sites. Generally, do not initiate or accept 
“friend/follow” requests from a patient unless a relationship with the patient pre-dates 
their time/treatment at Southlake. Individuals in leadership positions are discouraged 
from initiating or accepting requests from individuals they manage/supervise, unless the 
individual in the leadership position believes the relationship will not negatively impact 
their relationship at work.


6. Exercise caution when asked by a patient or family member to pose in a photograph, 
understanding that consenting to pose in a photograph relinquishes your rights to the 
dissemination and use of the photograph on social media. 


7. Avoid posting graphic, offensive or sexually explicit images of yourself online that could be 
perceived as negative or damaging to your credibility.


8. Avoid providing medical advice via social media. Individuals contacted via social media
sites regarding medical advice are encouraged to advise those parties to consult the 
hospital's website, their healthcare provider or call 911. 


Copyright ©1997 - 2020 Southlake Regional Health Centre
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Purpose 


The purpose of this policy is to ensure appropriate use of Southlake Regional Health Centre's 
(SRHC's) Internet and related resources (e.g. the World Wide Web, Electronic Mail, an Intranet, 
FTP [file transfer protocol]). Use of these services is subject to the conditions detailed in the 
following. 


Definitions 


The terms “Electronic Mail” and E-mail are used interchangeably throughout this Policy. 
See Glossary. 


Internet Access and E-mail Accounts 


E-mail access at SRHC is controlled through individual accounts.  
E-mail access also requires the use of a password.  
All E-mail accounts maintained on SRHC systems are the property of SRHC.  
Each user is required to sign an Internet/Electronic Mail User Agreement prior to utilizing 
Internet access and/or receiving an E-mail account and password.   


Acceptable Use 


Authorized users at SRHC shall use the Internet & E-mail to further the goals and 
objectives of SRHC.  
Acceptable use includes: 


1. Communicating with fellow employees, business partners of SRHC and, within 
constraints related to confidentiality of personal information (see SRHC 
Confidentiality policy AC 70), with clients and patients within the context of an 
individual's assigned responsibilities;  


2. Acquiring or sharing information necessary or related to the performance of an 
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individual's assigned responsibilities;  
3. Participating in educational or professional development activities;  
4. Limited use for non hospital-sponsored activities.  


Inappropriate Use 


Individual Internet/Electronic Mail use will not interfere with others' use of the Internet/E-
mail.  
Only critical Internet activities in each of the “Acceptable Use” categories (above), should 
be undertaken during certain times of the day (i.e. during peak usage period).  
Users must make every effort to adhere to any additional internal guidelines issued 
regarding appropriate Internet/E-mail use.  
Users will not violate the network policies of any network accessed through their account.  
Internet/E-mail use at SRHC will comply with all legislated requirements, all SRHC 
policies, and all SRHC contracts including, but not limited to, the following: 


1. The Internet/E-mail may not be used for illegal or unlawful purposes, including, 
but not limited to, copyright infringement, obscenity, libel, slander, fraud, 
defamation, plagiarism, harassment, intimidation, forgery, impersonation, illegal 
gambling, accessing or distributing pornography, soliciting for illegal pyramid 
schemes, and intentional computer tampering (e.g. spreading computer viruses).  


2. Users are obliged to treat all E-mail attachments with the utmost of caution and to 
run anti-virus software regularly as per CIS security requirements.  


3. No software will be downloaded from non-SRHC sources without the pre-approval 
of CIS.  


4. All files and software downloaded from non-SRHC sources must be handled with 
extreme caution and must be screened with SRHC virus detection software prior 
to being opened or run.  


5. The Internet/E-mail may not be used in any way that violates SRHC's policies, 
rules, or administrative orders including, but not limited to, our Confidentiality 
Policy and Procedure, and any policies relating to the Privacy of personal 
information. Use of the Internet in a manner that is not consistent with the 
mission of SRHC, misrepresents SRHC, or violates any SRHC policy is prohibited.  


6. SRHC prohibits Internet/E-mail use for mass unsolicited advertising or mailings, 
access for non-employees to SRHC resources or network facilities, competitive 
commercial transactions, unless pre-approved by SRHC, and prohibits 
dissemination of chain letters.  


7. Users may not view, copy, alter, or destroy data, documentation, or data 
communications belonging to SRHC or another individual without authorization.  


8. In the interest of maintaining network performance, users should not send 
unreasonably large electronic mail attachments.  


9. Users may not encrypt E-mails without obtaining written permission from the CIS 
Department of SRHC. If approved, the encryption key(s) must be either provided 
by or made known to CIS.  


10. E-mail authors who wish to discourage the forwarding of an E-mail or attachment 
to third parties are encouraged to begin that E-mail with a “flag” or a request to 
that effect.  


Security 


Users shall not share account or password information with another person.  
Accounts are to be used only by the assigned user of the account for authorized 
purposes.  
Attempting to obtain another user's account password is strictly prohibited.  
Users are required to obtain a new password if they have reason to believe that any 
unauthorized person has learned their password.  
Users are required to take all necessary precautions to prevent unauthorized access to 
Internet/E-mail services.  


Failure to Comply 


Apparent violations of this policy will be treated like other allegations of wrongdoing at 
SRHC and adjudicated according to established procedures.  
Sanctions for inappropriate use of the Internet may include, but are not limited to, one or 
more of the following: 
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1. Temporary or permanent revocation of access to some or all computing and 
networking resources and facilities (e.g. Internet/E-mail privileges could be 
suspended);  


2. Disciplinary action according to applicable SRHC policies up to and including 
termination of employment and/or a loss of privileges;  


3. Legal action according to applicable laws and contractual agreements.  


Monitoring and Filtering 


It is the policy of SRHC not to routinely monitor the content of electronic 
communications.  
SRHC cannot guarantee that electronic communications will be private and advises that 
they might be forwarded, intercepted, printed and stored by others.  
All messages distributed via the hospital's E-mail system, including personal E-mails, are 
the property of SRHC.  
SRHC reserves the right to monitor (or to cause to be monitored) any Internet/E-mail 
activity occurring on SRHC equipment or accounts, in order to protect corporate interests, 
particularly in the event of: 


a reasonable suspicion of crime;  
a reasonable suspicion of violation of hospital or departmental policy  
a risk of significant loss of business information by not taking such action.  


Users must structure their electronic communications accordingly.  


If SRHC discovers activities that do not comply with applicable law, hospital or 
departmental policy, records retrieved may be used to document wrongful content in 
accordance with due process.  
SRHC reserves the right to employ filtering software to limit access to sites on the 
Internet.  


Disclaimer 


SRHC assumes no liability for any direct or indirect damages arising from a user's 
connection to the Internet/E-mail using SRHC equipment or accounts.  
SRHC is not responsible for the accuracy of information found on the Internet and only 
facilitates the accessing and dissemination of information through its systems.  
Users are solely responsible for any material that they access and disseminate through 
the Internet/E-mail.  
SRHC assumes no liability for information that may be lost, damaged or unavailable due 
to technical difficulties relating to the provision of Internet/E-mail services.  


Questions 


Any questions regarding this Internet/Electronic Mail Acceptable Use Policy, will be directed, via 
the CIS Help Desk to designated individual's responsible for information systems security. 


References: 


Internet Acceptable Use Policy Template, from the Templates & Policies Center of the 
Info-Tech Research Group (http;//www.infotechadvisor.com/solutions), 2002.  
Privacy Protection Principles for Electronic Mail Systems, from the Information & Privacy 
Commissioner/Ontario, (http://www.ipc.on.ca/english/pubpres/papers/email-e.htm), Feb. 
1994.  
SRHC Confidentiality Policy, AC-70, SRHC Admin Manual, as reviewed, June 2001.  


Procedure 


1. SRHC or its delegate will determine which individuals and/or categories of employees will 
be granted access to the Internet or Electronic Mail (E-mail) via SRHC computer systems.  


2. Management will communicate, or arrange to communicate to Human Resources, the 
names of individuals who are granted E-mail (or Internet) access.  


3. In co-operation with CIS, Human Resources will ensure that individuals granted access to 
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the Internet and/or E-mail are given a copy SRHC's Internet/Electronic Mail Acceptable 
Use Policy and User Agreement to read and sign.  


4. Human Resources will maintain a copy of an individual's signed Internet/Electronic Mail 
User Agreement.  


5. CIS will give authorized individuals appropriate account(s)/initial password(s) and access 
to the system(s).  


6. Human Resources will directly and immediately notify a designated individual in CIS that a 
previously authorized user has ended his or her employment or association with SRHC. 
That designated individual in CIS will take the necessary steps to ensure that the former 
user's account(s) is/are disabled.  


7. From time-to-time, IR Steering Committee will publish and circulate additional policy 
clarifications, directives and/or guidelines regarding appropriate use of the Internet/E-
mail. They will be updated and re-circulated as necessary.  


8. SRHC will promote an organizational culture that encourages appropriate use of both the 
Internet and E-mail by individual users.  


9. Users who are subjected to or who witness inappropriate use of either the Internet or E-
mail, will first draw the inappropriateness of those activities to the perpetrator's attention. 
If this does not produce a favourable change, they will bring the matter to the attention of 
the most appropriate manager, who will pursue disciplinary action according to applicable 
SRHC policies.  


10. Inappropriate use of the Internet or of E-mail may also be communicated to CIS Help 
Desk; CIS Help Desk will forward the issue to the individual designated as most 
responsible for IS Security. He or she will follow approved protocol, seeking input from 
SRHC's Information Security Team, if appropriate, and sharing the matter with the 
appropriate staff manager. He or she would continue to pursue the matter with that 
manager until satisfied that the issue was properly dealt with.  


11. If security issues remain following the handling of an incident by an appropriate staff 
manager, the individual in CIS who is designated as most responsible for IS Security 
might bring the matter to the attention of designated senior management for their 
consideration and disposition.  


12. CIS personnel will conduct random audits of Internet use and forward results to the 
appropriate supervisor.  


13. SRHC Administration retains the right to monitor any E-mail/Internet activity occurring on 
SRHC equipment or accounts.  


14. SRHC Administration may, at its sole discretion, authorize CIS personnel to conduct audits 
of E-mail use.  


15. In order to discourage the forwarding of an E-mail or attachment to third parties, E-mail 
users can begin a new E-mail with a “flag” or a request to that effect (e.g. “Confidential”, 
“For Your Eyes Only” or “Do Not Forward”). [In GroupWise, a menu of suitable “flags” can 
be accessed for a new E-mail by selecting File . . . Properties . . . Classification.]  


Appendix 1 


Internet/Electronic Mail User Agreement  


I hereby acknowledge that I have read and understand the Internet/Electronic Mail Acceptable 
Use Policy of SRHC. I agree to abide by this policy and related procedures. I understand that if 
I violate such rules, I may face legal or disciplinary action according to applicable law or SRHC 
policy. 


I hereby agree to indemnify and hold SRHC and its officers, trustees, employees, and agents 
harmless for any loss, damage, expense or liability (including reasonable attorney fees) 
resulting from any claim, action or demand arising out of or related to my inappropriate use of 
the Internet/Electronic Mail using SRHC owned computer & network resources. Such claims 
shall include, without limitation, those based on trademark or service mark infringement, trade 
name infringement, copyright infringement, unfair competition, defamation, unlawful 
discrimination or harassment, and invasion of privacy. 


Name _______________________________________ 


Signature ____________________________________ 


Date ________________________________________ 
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Glossary 


Acceptable Use Policy 


A contract specifying what a subscriber can and cannot do while using Southlake Regional Health 
Centre's computer system.  


Attachment 


A computer file sent with an E-mail message. The file can be a word processing document, 
spreadsheet, database or graphic element. 


CIS 


SRHC's Computer and Information Services 


Electronic Mail or E-mail 


An electronic message transmitted between computers. 


Encryption 


Method used to scramble the content of a file or data packet to make the data unreadable 
without the decryption key. 


Firewall 


A security system that uses a proxy server outside of an organization's network to protect the 
network against external threats, such as from hackers or corrupt files. 


FTP 


File Transfer Protocol (FTP) is a method of sending files from one computer to another using the 
Internet.  


GroupWise 


The software package used to manage SRHC's E-mail communications and certain group 
collaborations. 


Internet 


The name generally given to the world-wide network of networks. 


Intranet 


An internal web site for an organization.  


Login ID 


A unique name that identifies an individual person. 


Network 


A group of two or more computer systems linked together. 


Password 
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A secret series of characters that enable a user to access a file, computer or program. Each user 
must enter his or her password before the computer will respond to commands. The password 
helps ensure that unauthorized users do not access the computer. The password should be 
something that no one could guess. 


Security 


Techniques for ensuring that data stored in a computer cannot be read or compromised.  


Spam 


Unsolicited bulk E-mail distributed via the Internet or through newsgroup postings.  


Usenet 


A giant bulletin board on the Internet consisting of user news, E-mail, and forums that discuss 
thousands of topics; Usenet newsgroups can be accessed through the Internet or other online 
service. 


Virus 


An infectious computer bug that is typically spread through E-mail attachments. 


World Wide Web or the Web 


The World Wide Web (WWW) is one of the most popular ways of using the Internet because it 
allows you to view formatted documents with images and hyperlinks to related pages elsewhere 
on the Internet. 


Copyright ©1997 - 2009 Southlake Regional Health Centre
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QUINTE HEALTHCARE CORPORATION 
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1. POLICY  
 
This policy outlines the appropriate use of cell phone cameras and other recording devices at 
Quinte Health Care (QHC) hospitals.  The policy applies to all patients and their family 
members, visitors, staff, volunteers, Auxiliary and Foundation personnel and physicians.   
 
QHC requires the respectful and privacy-conscious use of cell phones and all other 
image/sound/video recording devices at our hospitals.  QHC recognizes that the use of cell phone 
cameras in particular is pervasive in today’s society.  Smart phones and other mobile devices are 
enabled with easily accessible cameras and other recording options such as voice recording.  In 
many cases, patients and their family members consider capturing images and video part of 
documenting their patient journey.   
 
In light of this constant access, is imperative that appropriate measures are put in place to  ensure 
a safe and confidential environment, while also adapting to the times.  People in  hospital have 
the legal right to privacy and QHC staff and physicians will do what they can to protect that 
privacy by informing patients and visitors of the appropriate use of cell phone cameras and other 
recording devices.   
 
This policy reinforces our duty to protect the interests of QHC, its patients and families and those 
who work here and is designed to ensure compliance with the law and QHC policies including 
patient confidentiality, behaviour at work, media relations and social media.     
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2. DEFINITIONS (As required) 
 Images refer to any still or video images.  
 Recording refers to capturing audio.  
 Recording device refers to any device that captures or records images or audio such as 


camera, cell phone camera, laptop computer, tablet, camcorder, video recorder and audio 
recorder.  


 
 
 
3. POLICY STATEMENTS 


 
3.1 To maintain an environment of privacy and respect for others, capturing images/recordings is 


not permitted in hospital waiting areas due to the close proximity of other patients and family 
members. For example, individuals waiting to receive care in the emergency department 
must not take photos due to the risk of incidentally capturing staff, other patients or visitors 
or documents identifying patients. 


 
3.2 In public areas of the hospital, other than waiting rooms, capturing images/recordings is only 


permitted with the expressed consent of the affected individuals.  This extends into corridors, 
cafeterias, and hospital grounds, or anywhere a patient or staff could be captured without 
their permission.   
 


3.3 In areas where patient care is being provided, capturing images/recordings is permitted only 
if agreeable to everyone involved.  Every person included must consent before an 
image/recording is taken, including patients and family members, staff, physicians and 
volunteers.  Staff and physicians have the right to decline permission, or to ask that their 
faces not be included.  


 
3.4 If a patient is incapable of consenting to the capturing of images/recordings for non-clinical 


purposes, staff will consult with the primary contact or substitute decision maker to obtain 
consent.      


 
3.5 Capturing images/recordings of patients for treatment, medical education, teaching and 


research, and legal proceedings require express consent as per QHC Corporate policy 3.2.9 - 
Photography and Audio/Video Tapings Authorization.  


 
3.6 Hospital staff, physicians, volunteers or affiliates will not use a recording device to capture 


images/recordings of Personal Health Information (PHI) retained in any patient care system 
or eHealth Ontario and/or other regional/provincial systems to which they have access.   


 
3.7 Staff, physicians, volunteers or affiliates will not capture images/recordings while on duty for 


personal use, including to post on social media (QHC Corporate Policy 4.4.37 Use of Social 
Media).  Anyone taking photos for work related purposes must have the endorsement of the 
communications department and must have consent from everyone included in the 
images/recording.   
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3.8 Members of the media wishing to take photos/recordings on hospital property, must seek 


permission prior to attending a QHC hospital and must be accompanied by a representative 
from the Communications Department (or delegate) in compliance with QHC Corporate 
Policy 2.11.13 Media Relations.   


 
 


4. PROCEDURE 
 
4.1 If staff witnesses the improper use of a recording device, they will ask the individual 


involved to refrain from using the device, and to remove any images or audio captured.  If 
the individual continues to use the device after being made aware, staff must notify security 
for further action. 
 


4.2 Security will act depending on the individual and circumstance surrounding the use of the 
device.   


o Visitor – The visitor will be asked to stop taking pictures and advised of the hospital 
policy.  If the issue persists, the visitor could be asked to leave the hospital 


o Patient – Security will consult with the Patient Care team to determine the best course 
of action.  


o Staff – Staff members will be reported to their direct manager. 
 
 
 
 
APPENDICES AND REFERENCES 


 
 
 
References: 
 
Kingston Health Sciences Centre, Use of Cell Phone Cameras and Recording Devices 
St. Joseph’s Health Centre, Use of Cell Phones and Wireless Communication Devices 
Union Hospital, Cell/Camera Phone Use 
Statistics Canada - https://www150.statcan.gc.ca/n1/pub/11-627-m/11-627-m2017032-eng.htm  
 
 
Cross References/Related Policies 
 
3.2.9 - Photography and Audio/Video Tapings Authorization. 
2.11.13 Media Relations 
4.4.37 Use of Social Media 
2.11.16 Privacy Breach 
2.23.6 PHI (Personal Health Information) Disclosure of Personal Health Information 
2.23.11 PHI (Personal Health Information) Protection 
4.2 Confidentiality 
4.4.39 Behaviour at Work 



https://www150.statcan.gc.ca/n1/pub/11-627-m/11-627-m2017032-eng.htm
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POLICY 
Inappropriate use of electronic devices can be disrespectful to our clientele and to your 
team, and can jeopardize the security of Resident/Client information. It can lead to 
errors, safety issues and the spread of infection. Residents and Clients deserve our full 
attention when we are in their home and working with them.  Staff are encouraged to 
support others to understand and abide by the policy through respectful 
communication. 
 
This policy applies to all employees and volunteers who carry cellular phones/electronic 
devices, whether personal or those made available to them by Continuing Care (CC) for 
work purposes.   
 
All YG-provided cellular devices must have their ringer volume on low or on vibrate in 
Resident/Client care areas, out of respect and consideration for their home 
environment. 
 
Personal cellular phones/electronic devices may be used during breaks; they are not to 
be carried or used during working hours. Devices that are paired to an electronic 
device, such as a smart-watch, must be put on ‘airplane mode’ during work hours, so 
they do not alert to incoming calls, texts and notifications.  
 
Under no circustances are personal cell phones—or any other personal electronic 
device—to be used to access Outlook email. Staff who require remote access to 
Outlook email must do so using a YG issued device. 


 Outlook email is a secure method of communication only when accessed using 
YG issued devices: 


o Devices are encrypted, and therefore protect the privacy, security and 
confidentiality of information; 


 Accessing Outlook using a personal device may constitute a security breach if 
emails contain confidential information, such as personal health information 
about a Client/Resident; and 


 Staff who require a YG issued cell phone should request one via their supervisor 
or manager. 
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Office-based staff are reminded to keep their personal cell phones on silent, out of 
respect for the colleagues who share workspace, and in an effort to minimize office 
noise. 
 
The use of hand-held devices while driving is strictly prohibited.   
 
Failure to follow these guidelines may lead to disciplinary measures.  
 


PROCEDURE  
Staff are to direct their families to contact the main unit business line and have the 
message relayed. Cell phone users are directed to provide the main business number as 
a first contact and a cell phone number the second. 
 


While Driving 
 Never operate a cell phone or electronic device while operating a motor vehicle; 


and 
 Safely pull over and stop the vehicle before answering the phone or checking 


messages, texts or email; 
 


Photos and Recordings 
 Do not take photos, videos or voice recordings of any kind while on work 


premises or during work-related programs or activities; 
 Cell phones issued by CC can be used to document and communicate specific 


information that is necessary to the provision of care, such as sending a photo of 
a wound to a specialist. However, the following confidentiality and security 
measures must be followed: 


o Include the minimum amount of visual information necessary for the 
provision of care;  


o Do not include any identifying characteristics, such as the 
Resident/Client’s face, unless unavoidable; 


o Upload photos to the Resident/Client’s electronic health record as soon as 
possible, 


o Immediately delete the photo from the electronic device once it has 
been sent or uploaded; 







 
 


 
 


Continuing Care 


SECTION: 
VOL. A – TRANSDISCIPLINARY 
MANUAL 


SUBJECT: 
Cellular Phone/Electronic Device 
Usage 
DATE: 


A3-113 
 


ORIGINAL: 2007-05 


REVISED: 
2011-07; 2013-02; 
2016-07; 2019-07; 
2020-02 


 


 


3 of 3 


o Photos may be sent via YNET Outlook email to YG and WGH employees; 
o Always use secure file transfers or email that is encrypted and password 


protected when emailing photos to recipients outside of YG/WGH. 
 
Usage Agreement 
 Employees and volunteers must review this policy, complete the Cell Phone 


Usage Agreement.docx, and return it to their supervisor. 
 


Compliance 
 Employees who notice a colleague who is not in compliance with this policy are 


encouraged to speak respectfully to the individual, reminding them of the safety 
and respect issues that guide the rules around using electronic devices; 


 On-going issues are flagged to the individual’s supervisor for follow-up; and 
 Residents/Clients, families or visitors who identify a concern with an employee’s 


use of a cell phone or electronic device are managed in accordance with A3-26 
Feedback Management.pdf. 


 
ATTACHMENT 


 Cell Phone Usage Agreement.docx 
 


CROSS-REFERENCES 
 A3-26 Feedback Management.pdf 
 A3-83 Use of Computers, Electronic Devices & Electronic Networks.pdf 
 A3-109 Managing Communication of Confidential Information.pdf 
 HSS Mobile Device Procurement and Management 


 


REFERENCE 
 Yukon Motor Vehicles Act, RSY 2002, c. 153, s. 210.1(1) – (4) (Amendments, 


2010).  
 YG Health and Safety Cell Phone Use Safe Work Practices 


 
 
 


                 Approved via email by Amy Riske               February 4, 2020 


Approval: A/ADM, Continuing Care  Date 
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